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(54) [MAGE CODING/DECODING SYSTEM AND IMAGE CODING AND DECODING DEVICE FOR THE SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an image coding/decoding 
system in which the security of image data is improved while keeping the 
service performance for image data distribution. 
SOLUTION: A scrambling quantization table 8 different from a 
quantization table 4 used for coding is described onto a header 1 6 of 
coded data 15 that are generated by image coding and the resulting 
coded data 15 are distributed to an opposite party. A copy 4a of the 
quantization table 4 in use is stored in an IC card 22 and the card is 
mailed to the opposite party. In the case of reproducing by the opposite 
party, the opposite party does not use the scrambling quantization table 
8 but read the true quantization table 4a from the IC card 22 and 
decodes the coded data by using the table 4a. Since a party not 
receiving the IC card 22 decodes the coded data 15 by using the 
scrambling quantization table 8 included in the coded data 15, the party 
cannot normally reproduce the image. However, even in this case, a 
degree of scattering of the scrambling quantization table 8 is designed 
properly to allow even the party to grasp an outline of the image. 
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CLAIMS 



[Claim(s)] 

[Claim 1] In the method for receiving and decrypting the image data which transmitting-side equipment encodes 
image data and transmits and by which receiving-side equipment was encoded An image coding means by which 
said transmitting-side equipment encodes image data using a predetermined key, A different key for disturbance 
from the key which said image coding means used is added to the output data of said image coding means. A 
coded data generation means to generate the coded data which should be sent to said receiving-side equipment, 
A key acquisition means by which have a key preservation means to save the same true key as the key which 
said image coding means used to a predetermined key transfer medium, and said receiving— side equipment 
acquires a key from said key transfer medium, Image coding / decryption method characterized by having 
decrypted said coded data which received from said transmitting-side equipment using the key from said key 
acquisition means, and having an image decryption means to reproduce said image data. 

[Claim 2] Image coding / decryption method characterized by setting to a method according to claim 1, having a 
quantization means by which said image coding means quantizes said image data using the predetermined 
quantization table as said predetermined key, and having a reverse quantization means by which said image 
decryption means reverse-quantizes said image data using the quantization table as a key from said key 
acquisition means. 

[Claim 3] Image coding / decryption method characterized by equipping said receiving-side equipment with a key 
extract means to extract said key for disturbance from said coded data, further in the method of two claim 1 and 
given in any 1 term, and an image decryption means using alternatively the key from said key acquisition means, 
and said key for disturbance from said key extract means. 

[Claim 4] It is image coding / decryption method characterized by for said image decryption means using the key 
from said key acquisition means in a method according to claim 3 when the key from said key acquisition means 
is supplied, and using said key for disturbance from said key extract means when the key from said key 
acquisition means is not supplied. 

[Claim 5] Image coding / decryption method characterized by said key transfer medium being the data storage 
which can be conveyed in the method of two claim 1 and given in any 1 term. 

[Claim 6]. Image coding / decryption method characterized by being what currently can reproduce the image data 
by which disturbance was carried out to extent which can grasp the outline of the original image data in the 
method of two claim 1 and given in any 1 term when said key for disturbance decrypts said coded data using 
this. 

[Claim 7] The image coding equipment characterized by to have an image coding means encode image data using 
a predetermined key in the equipment which encodes image data, a coded data generation means add a different 
key for disturbance from the key which said image coding means used to the output data of said image coding 
means, and generate coded data, and a key preservation means save the same true key as the key which said 
image coding means used to a predetermined key transfer medium. 

[Claim 8] Image decryption equipment equipped with an image decryption means decrypt said coded data, using 
alternatively either of the internal keys from [ from the coded data containing an internal key and the encoded 
image data ] a key acquisition means acquire a predetermined key transfer medium to an external key in the 
equipment for decoding the original image data, and the external key and said key extract means from a key 
extract means extract an internal key from said coded data, and said key acquisition means. 



[Claim 9] A different key for disturbance from the key which an image coding means to encode image data using 
a predetermined key, and said image coding means used is added to the output data of said image coding means. 
As image coding equipment equipped with a coded data generation means to generate coded data, and a key 
preservation means to save the same true key as the key which said image coding means used to a 
predetermined key transfer medium The record medium which supported the program as which a computer is 
operated and in which computer reading is possible. 

[Claim 10] In the equipment for decoding the original image data from the coded data containing an internal key 
and the encoded image data From a key acquisition means to acquire an external key from a predetermined key 
transfer medium, and said coded data As image decryption equipment equipped with an image decryption means 
to decrypt said coded data, using alternatively either the external key from a key extract means to extract an 
internal key, and said key acquisition means, and the internal key from said key extract means The record 
medium which supported the program as which a computer is operated and in which computer reading is 
possible. 
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DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to image coding / decryption method for planning security of image 

data. 

[0002] 

[Description of the Prior Art] In the image coding method represented by JPEG etc., coding processing is 
conventionally performed by the flow shown in drawing 1 . That is, after changing an input image into the data of 
another dimension by the image transformation 1, such as DCT (discrete cosine transform), quantization 2 is 
performed and, finally variable length coding 3 f such as Huffman coding, is given to quantization data. 
[0003] Coded data 5 consists of a header 6 and a coding bit stream 7. As shown in drawing, the value of the 
quantization table 4 used for coding processing is included in the header 6 of coded data 5. 
[0004] Drawing 2 shows the conventional image decryption method. 

[0005] In decryption processing, after performing header analysis 1 1 of the coded data inputted and then 
performing the variable-length decryption 12, reverse quantization 13 is performed using the quantization table 4 
obtained in the header analysis 11, finally inverse transformation 14 is performed, and it reproduces and outputs 
to the usual image data. 

[0006] Moreover, in order to improve security nature, it may encipher to data, such as an image. In this case, as 

shown in drawing 3 , it is common to give encryption 15 to the whole data. 

[0007] 

[Problem(s) to be Solved by the Invention] In image coding / decryption method shown in drawing 1 and drawing 
2 , since security is not given to an image, if the software equipped with the decode function of the same 
method etc. is used, an image is reproducible. Therefore, there is a problem that redistribution of the image by 
the non-authority person etc. cannot be prevented. 

[0008] If the cipher system shown in drawing 3 is used, security nature will improve. However, since image data 
will be completely concealed by encryption, an image is unreproducible if there is no decryption software of the 
same method etc. Therefore, there is a problem that serviceability is missing. 

[0009] Then, this invention aims at offering image coding / decryption method which can also aim at 



improvement in security nature, maintaining the serviceability in image data distribution. 
[0010] 

[Means for Solving the Problem] It has a coded data generation means adds a different key for disturbance from 
the key which an image coding means to by_which the equipment of the side which transmits an image encodes 
image data by image coding / decryption method of this invention using a predetermined key, and an image 
coding means used to the output data of an image coding means, and generate the coded data which should 
transmit, and a key preservation means save the same true key as the key which an image coding means used to 
a predetermined key transfer medium. Moreover, the equipment of the side which receives coded data is 
equipped with a key acquisition means to acquire a key from a key transfer medium, and an image decryption 
means to decrypt the coded data which received from transmitting-side equipment using the key from a key 
acquisition means, and to reproduce image data. 

[001 1] According to the method of this invention, by sending the same true key as the key used by coding of an 
image to a receiving side through a key transfer medium, a true key can be acquired from the medium, coded 
data can be decrypted using this, and normal image data can be obtained by the receiving side. On the other 
hand, since the non-authority person to whom a key transfer medium is not supplied cannot but decrypt using 
the key for disturbance added to the coded data, he cannot get normal image data. 

[0012] What is necessary is to be able to use for a key transfer medium the data storage in which conveyance 
like an [C card, a disk, or nonvolatile memory is possible, and just to distribute it to a receiving side. Or using a 
communication network as a key transfer medium, coded data is the different approach that security nature is 
high as much as possible or the different root, and a true key may be distributed to a receiving side. 
[0013] Although the quantization table used for the quantization in the case of coding and the reverse 
quantization in the case of a decryption can be used as a key, it is not necessarily restricted to this. It seems 
that what is necessary is to be the data which cannot perform a normal decryption, a table, a parameter, or a 
file, and just to be able to make it secret for a third person if it is used in common by image coding and 
decryption in short and there is this [ no ]. 

[0014] However, even if there is no true quantization table, it can make it possible to see the outline of an image 
with common image reconstruction software etc. by setting up disturbance extent of a disturbance dosage child— 
ized table moderately, when a quantization table is used for a key. This approach is effective to show the outline 
of the some of an image in order to evoke attractiveness to consumers. In addition, although the image coding 
equipment of this invention and decryption equipment can be typically carried out by computer, the program for 
it can lead, and can install or load various media, such as disk mold storage, semiconductor memory, and a 
communication line, to a computer. 
[0015] 

[Embodiment of the Invention] Hereafter, the gestalt of operation of this invention is explained based on an 
accompanying drawing. 

[0016] Drawing 4 shows 1 operation gestalt of the transmitting-side equipment according to this invention. 
[0017] It prepares in a transmitting side, and like the conventional example shown in drawing 1 , after ****** 
image coding equipment 201 performs image transformation 1, such as DCT, to an input image using the 
predetermined quantization table 4 and changes it into the data of another dimension, it performs quantization 2 
and, subsequently gives variable length coding 3, such as Huffman coding. And a header 16 is added to the 
coding bit stream 7 obtained by variable length coding 3, and the final coded data 15 is generated. At this time, 
this equipment 201 describes a quantization table 8 for a disturbance which is different in the quantization table 
4 actually used for the header 16 of coded data 15 and which was prepared independently. And about the 
actually used quantization table 4, the copy (henceforth ''true quantization table") 4a is saved at suitable 
storage. This true quantization table 4a is distributed to the just authority person who can receive service as a 
key for decoding an image correctly by root where coded data 15 is another. For example, although coded data 
1 5 is distributed on-line through a network, true quantization table 4a is distributed with reliable off-line delivery 
means (for example, mailing etc.). 

[0018] In addition, although generation of image transformation 1, quantization 2, variable length coding 3, and 
coded data 15 etc. can be carried out by the hardware of dedication, typically, it is carried out by activation of a 
computer program. 

[0019] Drawing 5 shows 1 operation gestalt of the receiving-side equipment according to this invention. 
[0020] The image decryption equipment 202 formed in the receiving side performs the header analysis 11, the 
variable-length decryption 12, the reverse quantization 13, and inverse transformation 14 to the inputted coded 
data 15 like the conventional example shown in drawing 2 . However, this equipment 202 can use now 



alternatively the disturbance dosage child-ized table 8 extracted from the header 16 in the header analysts 11, 
and true quantization table 4a distributed by another root by the reverse quantization 13 by switch INGU 10. 
That is, in switching 10, if true quantization table 4a is supplied, this true quantization table 4a is chosen and 
true quantization table 4a is not supplied, the disturbance dosage child-ized table 8 obtained in the header 
analysis 1 1 is chosen. 

[0021] A right image can be reproduced when true quantization table 4a is supplied to equipment 202. Since 
reverse quantization 13 will be performed on the other hand using the disturbance dosage child-ized table 8 
when the case where true quantization table 4a is not supplied to equipment 202, the common image 
reconstruction software which does not have the function of switching 10, without using this equipment 202 are 
used, only the image by which disturbance was carried out is reproducible. 

[0022] In addition, although the header analysis 11, the variable-length decryption 12, the reverse quantization 
13, inverse transformation 14, and switching 10 can be carried out by the hardware of dedication, typically, they 
are carried out by activation of a computer program. 

[0023] Hereafter, the above-mentioned operation gestalt is explained more concretely. 
[0024] Drawing 6 shows the configuration of image coding equipment 201 more to a detail. 

[0025] Image coding equipment 201 records true quantization table 4a on IC card 22 by performing the write-in 
process 21 while performing the coding processes 1, 2, and 3 as already explained. Moreover, the table 
generation process 23 generates the disturbance dosage child-ized table 8, and the disturbance dosage child- 
ized table 8 is recorded on the header 16 of coded data 15 according to the coded data generation process 24. 
[0026] Drawing 7 shows the configuration of image decryption equipment more to a detail. 

[0027] Image decryption equipment 202 will read true quantization table 4a from the IC card 22 according to the 
table reading process 31, if IC card 22 is set. And the switching process 10 makes automatic selection of the 
true quantization table 4a, and passes the reverse quantization process 13. On the other hand, if IC card 22 is 
not set, the switching process 10 chooses the disturbance dosage child-ized table 8 from the header analysis 
process 11, and passes it to the reverse quantization process 13. 

[0028] According to the above-mentioned operation gestalt, security can also be raised, without spoiling the 
serviceability of image distribution greatly. Moreover, extent and mode which carry out disturbance of the image 
can be freely set up by the design of the disturbance dosage child-ized table 8. For example, you may enable it 
to grasp the outline of an image by moderate disturbance. Thereby, the effectiveness of making attractiveness 
to consumers evoke etc. can also be acquired. 

[0029] In addition, this invention can be carried out not only with the above-mentioned operation gestalt but 
with other various gestalten. For example, the key of security reservation may be recorded not only on an IC 
card but on another means, and may be distributed. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram showing the outline of the conventional image coding method. 
[Drawing 2] It is the block diagram showing the outline of the conventional image decryption method. 
[Drawing 3] It is the block diagram showing the conventional encryption processing. 

[Drawing 4] It is the block diagram showing the outline of 1 operation gestalt of transmitting-side equipment of 
following this invention. 

[Drawing 5] It is the block diagram showing the outline of 1 operation gestalt of receiving-side equipment of 



following this invention. 

[Drawing 6] [t is the block diagram showing the detail of the image coding equipment of a transmitting side. 
[Drawing 7] It is the block diagram showing the detail of the image decryption equipment of a receiving side 
[Description of Notations] 

1 [mage Transformation Process 

2 Quantization Process 

3 Variable-Length-Coding Process 

4 Quantization Table 

4a A true quantization table 

8 Disturbance Dosage Child-ized Table 

10 Switching Process 

1 1 Header Analysis Process 

1 2 Variable-length Decryption Process 

13 Reverse Quantization Process 

1 4 Inverse Transformation Process 

1 5 Coded Data 

1 6 Header 

21 Table Write-in Process 

22 IC Card 

23 Table Generation Process 

24 Coded Data Generation Process 
31 Table Reading Process 

201 [mage Coding Equipment 

202 Image Decryption Equipment 
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DRAWINGS 
[Drawing 1] 



[Drawing 21 
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